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Abstract: This contribution describes how the AF provides EAS deployment information to 5GC, and how the EAS deployment information provided to SMF for one time. 
1. Discussion
1.1
Details of EAS deployment information guided by AF
According to the description in TS 23.748, that the AF may provide the EAS deployment information to UDR including the list of FQDNs supported by applications for each DNAI, the IP address range(s) corresponding to each DNAI and the DNS server identifier (consisting of IP address and port) for each DNAI. 
The EAS deployment information will be stored in UDR and provided for each DNAI. 

1.2
Does the EAS deployment information belongs to PCC rules of PDU session related policy?
There exists a conflicts statement in TS 23.548. 

It says, the EAS deployment information belongs to PDU session related policy, but EAS deployment information is delivered via traffic influence procedure and this information will be seen as PCC rules. This is the conflicts statement.
The EAS deployment information is used for SMF to configure DNS handling rules for EASDF. The EASDF should know that for each DNAI, whether there exists a local DNS and whether the local DNS will resolve the FQDN delivered by UE in DNS query.
Due to the EAS deployment information is provided by traffic influence procedure. And the data AF provided via traffic influence procedure will be stored in UDR as Application Data, so the EAS deployment information belongs to PCC rules, not PDU session related policy. 
So, during the PDU Session establishment procedure, the SMF gets the EAS deployment information via the PCC rules from PCF or the SMF is preconfigure with the EAS deployment information the and the SMF selects an EASDF and provides its address to the UE as the DNS Server to be used for the PDU Session.
Conclusion 1: EAS deployment information is PCC rules information related, not PDU session related policy. 
1.3
Storage of EAS deployment information in UDR
Due to the EAS deployment information is provided for each DNAI and PDU session and re-use the traffic influence procedure, so the information can be stored in UDR with Data Set = Application data, Data Subset = AF traffic influence request information. It is possible to add DNAI as the Data Key or Data Sub Key. 
1.4
Interaction between SMF and UDR: directly or indirectly
The EAS deployment information is stored in UDR as Application Data when via traffic influence procedure. In order to reduce the interaction frequency between SMF and EASDF when SMF designs the DNS handling rules for EASDF, some more EAS deployment information should be provided in advance. 
There exists an ENs, how the SMF interact with UDR is FFS, and how the SMF gets the EAS deployment information in UDR is FFS. 
Editor's note:
It is FFS whether the interaction between SMF and UDR needs to go via NEF.

Plan 1: Direct API between SMF and UDR
For now, SMF has no direct interface to UDR. Only NEF, PCF and UDM are the consumer of UDR to get Subscription Data, Policy Data, Application data and Data for Exposure. 
The UDM stores or retrieves the UE subscription data from UDR, and the PCF stores or retrieves the PCC rules information from UDR and the NEF, which is the safety gateway towards 3rd untrusted AF, will replace the AF to store Application Data. But for SMF, there doesn’t exist the data that SMF should directly store or retrieve from UDR. Also, all of the policy information or Application Data are provided by PCF and AF respectively. So, there is no reason to introduce a new interface and architecture. 
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Figure 1.3.1-1: Data storage architecture referred to TS 23.501 [3]
So, it is not recommended to introduce this high-impact feature that SMF directly interacts with UDR. 

Plan 2: SMF interacts with UDR via NEF
In this plan, SMF interacts with UDR via other network elements which has the existing SBI API: Nudr, towards UDR. This plan doesn’t impact the existing Data storage architecture and no newly interface is introduced.
Due to the EAS deployment information is based on PDU session, and there is no need or motivation for SMF to interacts with UDM, so the only alternative is NEF. 
Conclusion 2: The interaction between SMF and UDR to obtain EAS deployment information needs to go via NEF. 
1.5
Whether push or pull modes are needed
In TS 23.748, an ENs describes whether both of push and pull modes are needed. Another ENs describes that if push or pull modes exist, whether the dynamic function of EASDF to retrieve DNS message handling rules from SMF.
Editor's note:
If both modes push and pull are needed is FFS.

As for EAS deployment information, the range and frequency of change is described below: 
Table 1.5-1: Changing frequency of EAS deployment information
	Elements of EAS deployment information
	Description

	DNS Server Identifier
	DNS server IP address per DNAI

Steady, and not frequently changes in certain DNAI. 

	Lists of FQDNs
	The FQDNs that can be resolved by DNS server in each DNAI. 
Periodically update the resolvable domain name list in the local DNS server, and not all of the FQDNs will be triggered for resolved by UE in DNS query. 

	IP address ranges of each DNAI
	Steady, and not frequently changes in certain DNAI.


As discussed in Table 1.5-1, that the DNS server identifier and IP address ranges of each DNAI is not frequently changed in certain DNAI. Generally, due to SMF will select UPF and provides DNS handling rules to EASDF, so the EAS deployment information should be provided to SMF ahead of UPF selection and DNS handling rules provision. In this circumstance, the pull mode is reasonable and SMF will obtain all EAS Deployment information under each DNAI at one time. 
For lists of FQDNs that local DNS server can support and resolve per DNAI, they will be periodically updated in local DNS server. The DNS server will add the new FQDNs by a certain month or certain days. It is not necessary to update the DNS every time when a new resolvable FQDN is added. Also, not all of FQDNs will be triggered for resolved by UEs. Some FQDNs are high frequency request but others are low. 
So, the push mode is not needed. 
· Firstly, in reality, the information updating of EAS deployment information is not frequent. 
· Secondly, if the Application Data, such as EAS deployment information, is frequently changes or modified, for example, when a new FQDN is added to DNS server, that any minor changes will cause the frequent interaction between SMF and UDR. 
· At last, not all of the changes in EAS deployment will bring impacts to SMF to build DNS handling rules. Some FQDNs are low frequency and it is not guaranteed that the newly added FQDN will be triggered for resolved by UE. At last, node level DNS information provision is aimed to reduce the interaction frequency between SMF and EASDF, if push mode is defined, there still needs the high frequency interaction between UDR and SMF.
Conclusion 3: Only the pull mode is needed, and the push mode is not needed. 
1.6
Dynamic interactions between SMF and EASDF
In TS 23.748, an ENs describes whether the dynamic interaction between SMF and EASDF should be kept. Because for now, the interaction frequency between SMF and EASDF is high. 

Editor's note:
It is FFS for the EASDF to retrieve node-level DNS message handling rules dynamically (e.g., when it receives the DNS Query from the UE).

Firstly, it is reasonable for SMF to configure EAS deployment information in EASDF, to reduce the interaction between SMF and EASDF when EASDF receives DNS query and wants to build DNS handling rules. 
In EAS deployment information, only the DNS server identifier and the supported lists of FQDNs are useful for EASDF. The DNS server identifier is not frequently updated, and for the lists of FQDNs, there are possible ways to realize: 
1. When the EASDF is selected and serves the UE in certain DNAI, the SMF uses the latest EAS deployment information in SNF to create the EAS deployment information to EASDF. This mode likes the push operation. 
2. When another updated EAS deployment information happens in SMF, due to the EAS deployment information is periodically pulled from UDR, so the SMF can also periodically update the EASDF with EAS deployment information. 
3. The dynamic interaction between SMF and EASDF also kept. This interaction only take effect when the new EAS deployment information is not updated by SMF, and the UE in particular triggers a DNS query that contains a FQDN that can’t match DNS handling rules or EASDF can’t configure DNS handling rules for this FQDN. 
Conclusion 3: When EASDF is firstly selected for each DNAI, the SMF should configure all of the EAS deployment information for this DNAI to EASDF. And EASDF still keeps the interaction with SMF for periodic update of new FQDNs for DNS handling rules.
1.7
Conflict in Session level and node level
Editor's note:
It is FFS how to resolve the conflict between the node level DNS message handling rules and session level DNS message handling rules.

In Table 1.7-1, the role of each step of SMF and EASDF interaction is explained here. When node level DNS information provision is introduced, some of them may not be needed any more. 
Table 1.7-1: Analysis of interaction between SMF and EASDF
	Signal name
	Map to Figure 6.2.3.2.2-1
	Compare to node level and whether to keep

	Neasdf_DNSContext_Create
	Step 3 - Step 4
	Per-UE DNS context is ok to reserve, but it is not need to configure the DNS handling rules separately for each UEs from SMF. EASDF can do itself. 
This step can remove, but per-UE DNS context can kept

	Neasdf_DNSContext_Update
	Step 5 - Step 6
	For node level DNS information provision, the situation of UE moving has two results: 
1. DNAI is not changed, so the node level information in EASDF still effective.
2. If EASDF changes, then the UE move causes an EASDF re-selection first. Then, the new selected EASDF should update the DNS information in new DNAI if the EASDF is firstly selected for this DNAI
So, the per-UE DNS handling rules request is not needed.

This step can remove

	Neasdf_DNSContext_Notify
	Step 8 - Step 9
	Due to, after EASDF receives the FQDN in the DNS Query, it does not need to report SMF, EASDF has a series of handling rules according to results from UDR.

Therefore, EASDF also knows the Local DNS, the FQDNs that can be resolved, and the IP range corresponding to DNAI.
This step can remove

	Neasdf_DNSContext_Notify
	Step 14 - Step 15
	SMF receives the EAS IP address to trigger PSA/UPF insertion or relocation. 

This step is kept.

	Neasdf_DNSContext_Update
	Step 17 - Step 18
	Not buffer DNS response in EASDF and sends to UE

This step is kept.


Conclusion 4: Node level DNS information provision can replace the session level DNS information provision. But some interaction between SMF and EASDF still should kept. 
1.8
New Overall procedure under node level
The section describes the overall procedure of node-level DNS related procedure. 
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2. Proposal
This contribution proposes to implement the following updates to TS 23.548 v0.3.0.
* * * First Change * * *
6.2.3.4
Node Level EAS Deployment Information Management

The node level EAS deployment information management procedures are described in this clause, the procedures are independent of any PDU Session, including:

-
the procedure for EAS deployment information management in the SMF, and 

-
the procedure for EAS deployment information management in the EASDF.

6.2.3.4.1
EAS Deployment Information Management in the SMF

The SMF may receive the EAS deployment information from UDR via PCF via pull mode as shown in the figure below.
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Figure 6.2.3.4.1-1: EAS Deployment Information Management in the SMF procedure

For Pull Mode:

1.
SMF may invokes the Nnef_EASDeployment_Fetch (DNN and/or DNAI(s)) and/or application(s) to the NEF. The SMF may fetch all the EAS deployment information for the DNN or for DNAI(s). The SMF may trigger a NEF discovery procedure when there is no interaction between SMF and a NEF. 
2.
The NEF invokes Nudr_DM_Query (DNN and/or DNAI(s) and/or application(s)) to retrieve the EAS deployment information from UDR.

3.
The UDR provides a Nudr_DM_Query response with EAS deployment information for the DNN and/or DNAI(s) and/or application(s)to the NEF.

4.
The NEF replies to the SMF with Nnef_EASDeployment_Fetch Response with EAS deployment information.





Under the node level DNS information provision, only the notification interaction between EASDF of SMF, for example, triggering of UL/CL insertion and indicates EASDF not buffer the DNS response is kept. 
* * * End of Change * * *
* * * Second Change * * *
6.2.3.4.2
EAS Deployment Information Management in the EASDF

SMF may provision/update or remove the Node Level DNS handling rules belonging to an DNN(s) and/or DNAI(s) and/or application(s) in the EASDF.
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Figure 6.2.3.4.2-1: EAS Deployment Information Management in the EASDF procedure

1.
The SMF may triggered to provision or remove the Node Leve DNS handling rules for DNN and/or DNAI(s) and/or application(s) in the following cases:

-
When the caching timer expires and there's no PDU session that refers to the corresponding a DNN and/or DNAI(s) and/or application(s), the SMF may inform the EASDF to remove the Node Leve DNS handling rules for DNN and/or DNAI(s).

-
When a EAS deployment information for DNN and/or DNAI(s) and/or application(s) is provided that is not already provided to the EASDF, the SMF may provide the Node Leve DNS handling rules for DNN and/or DNAI(s) and/or application(s) to the EASDF (if there is no EAS deployment information for DNN and/or DNAI(s) and/or application(s) cached, the SMF may retrieve it from the NEF, as described in clause 6.2.3.4.1.

-
When any update of the EAS deployment information for DNN and/or DNAI(s) and/or application(s) is received from NEF, and there are still valid DNS context corresponding to valid PDU Session in EASDF for the DNN and/or DNAI(s) and/or application(s).
All of the EAS deployment information should be provided to EASDF from SMF. According to UE IP address, the EASDF determines which DNAI range the UE IP address belongs to. And EASDF determines how to route the UE DNS query according to the DNS handling rules that derived from DNS server identifier per-DNAI and FQDNs that application supports per-DNAI. 
2.
The SMF invokes Neasdf_NodeLeveDNSHandlingRules_Create/Update/Delete service operation of the EASDF to provision/update/remove the Node Leve DNS handling rules corresponding to the DNN(s) and/or DNAI(s) and/or application(s). This interaction with the EASDF is a node level procedure, i.e. independent of any PDU Session.

3.
The EASDF updates the Node Leve DNS handling rules for DNN and/or DNAI(s) and/or application(s) and acknowledges the SMF.

* * * End of Change * * *
* * * Third Change (All new text) * * *
6.2.3.4.3
EAS Discovery Procedure with EASDF for Node Level 
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1.
The AF provides EAS deployment information via traffic influence procedure from step 1 to step 3, in clause 4.3.6.2 of TS 23.502[3]. 

2.
SMF may invokes the Nnef_EASDeployment_Fetch (DNN and/or DNAI(s)) and/or application(s) to the NEF. The NEF may fetch all the EAS deployment information for the DNN or for DNAI(s). If no available NEF, SMF may trigger a NEF discovery procedure. 
3.
The NEF invokes Nudr_DM_Query (DNN and/or DNAI(s) and/or application(s)) to retrieve the EAS deployment information from UDR.

4.
The UDR provides a Nudr_DM_Query response with EAS deployment information for the DNN and/or DNAI(s) and/or application(s)to the NEF.

5.
The NEF replies to the SMF with Npcf_EASDeployment_Fetch Response with EAS deployment information.

6.
SMF periodically updates the EAS deployment information from UDR for each DNAI, and repeats the step from step 2 to step 5.

7.
The EASDF is selected by SMF for certain UEs and in certain DNAI. 
8.
The SMF may triggered to provision or remove the Node Leve DNS handling rules for DNN and/or DNAI(s) and/or application(s) to EASDF according to the case in clause 6.2.3.4.2. The SMF invokes Neasdf_NodeLeveDNSHandlingRules_Create/Update/Delete service operation of the EASDF to provision/update/remove the Node Leve DNS handling rules corresponding to the DNN(s) and/or DNAI(s) and/or application(s). This interaction with the EASDF is a node level procedure, i.e. independent of any PDU Session.
9.
The EASDF updates the Node Leve DNS handling rules for DNN and/or DNAI(s) and/or application(s) and acknowledges the SMF.

10.
The UE sends DNS Query message to the EASDF.

11.
Due to Node Leve DNS handling rules for DNN and/or DNAI(s) and/or application(s) has already configured in EASDF, the EASDF handles the DNS Query message received from the UE as the following:

-
For Option A, the EASDF adds the EDNS Client Subnet option into the DNS Query message as specified in RFC 7871[6] and sends it to C-DNS server;

-
For Option B, the EASDF sends the DNS Query message to the Local DNS server.


If no DNS handling rule matches the requested FQDN in the DNS Query, the EASDF may simply send a DNS Query to a pre-configured DNS server/resolver.

12 – 19: The same steps as indicated in Figure 6.2.3.2.2-1.
* * * End of Change * * *
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